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 STATE OF IOWA 
BEFORE THE PUBLIC EMPLOYMENT RELATIONS BOARD 

) 

AAMIR MUNIR, ) 
Appellant, ) 

) 

and ) CASE NOS. 102162, 
) 102184, 102222 

STATE OF IOWA (OFFICE OF THE ) 

CHIEF INFORMATION OFFICER), ) 
Appellee. ) 

) 

DECISION ON REVIEW 

This case is before the Public Employment Relations Board (PERB or 

Board) on Appellant Aamir Munir’s petition and Appellee State of Iowa’s 

cross petition for review of a proposed decision and order issued by an 

administrative law judge (ALJ) following an evidentiary hearing on Aamir 

Munir’s consolidated Iowa Code section 8A.415 State employee disciplinary 

action appeals.  Munir challenges the State’s issuance of a one-day 

suspension; a three-day suspension; and the State’s termination of his 

employment in the respective cases.  Munir alleges just cause did not 

support the State’s disciplinary actions.    

In her proposed decision, the ALJ concluded just cause supported 

the issuance of a written reprimand rather than the one-day suspension; 

just cause supported the issuance of a written reprimand rather than the 

three-day suspension; and just cause supported the State’s termination of 

Munir’s employment.   
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Prior to oral arguments on the two petitions, both parties filed briefs 

outlining their respective arguments.  Attorney Anthea Galbraith for the 

State and attorney Mike Carroll for Munir telephonically presented oral 

arguments to the Board on January 6, 2021.   

 Pursuant to Iowa Code section 17A.15(3), on appeal from an ALJ’s 

proposed decision, we possess all powers that we would have possessed 

had we elected, pursuant to PERB rule 621―2.1(20), to preside at the 

evidentiary hearing in the place of the ALJ. Pursuant to PERB rules 

621―11.8(8A,20) and 621―9.5(17A,20), on this petition for review we have 

utilized the record as submitted to the ALJ. 

Based upon our review of this record, as well as the parties’ briefs 

and oral arguments, we adopt the ALJ’s findings of fact.   We also adopt 

the ALJ’s conclusions in part with additional discussion as grounds for the 

basis of our decision.   

We concur with many of the ALJ’s underlying determinations 

regarding the one and three-day suspensions.  However, we conclude just 

cause supported the State’s imposition of those suspensions as well as the 

termination of Munir’s employment  

FINDINGS OF FACT 
 

The record supports the ALJ’s findings of fact, as set forth in her 

proposed decision and order attached as “Appendix A.”  The parties do not 

dispute these findings of fact.  We adopt the ALJ’s factual findings as our 

own.  
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CONCLUSIONS OF LAW 

 We have carefully considered the parties’ arguments in our review of 

the ALJ’s conclusions. The ALJ correctly examined the totality of 

circumstances to reach her conclusions.  We agree with many of the ALJ’s 

underlying determinations as set out in the Appendix A and adopt them as 

our own, with the following additional discussions and modification of the 

disciplinary actions supported by just cause: 

Case No. 102162/one-day suspension. 

 We agree with the ALJ’s determination that “it is clear that Munir 

did not complete documentation for 15-20 applications per week using the 

required template, which violated both oral and written directives.”  In 

determining the appropriate level of discipline, the ALJ also correctly 

considered Munir’s long-term employment and performance that more 

often than not met expectations.  However, we give greater weight to other 

relevant circumstances concerning the conduct and which support the 

imposition of a one-day suspension.  

As we have previously indicated, just cause determination requires 

an analysis of all the relevant circumstances concerning the conduct which 

precipitated the disciplinary action.   Gleiser & State (Dep’t of Transp.), 

2009-MA-01 (Board) at 8; Hunsaker & State (Dep’t of Emp’t Servs.), 1990-

MA-13 (Board) at 40.  In the present case, relevant circumstances include 

how the expectation of documentation for 15-20 applications was made 
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and actions that occurred leading up to Munir’s failure to meet the 

directives. 

 It was actually Munir who proposed completing documentation for 

15 to 20 applications per week.  When Lenerz confirmed this expectation in 

writing to Munir on October 25, Lenerz also noted that Munir should use 

the template for the documentations.  Munir did not follow-up with a 

proposed alternative.  On November 22, this expectation of 15 to 20 

applications was used as a criteria again for Munir’s performance plan.  In 

setting this expectation, management specifically asked Munir whether the 

criteria was appropriate and Munir failed to propose an alternative.   

Before the directive was put into place and throughout the period 

leading up to the one-day suspension, the State provided extensive 

resources to assist Munir in successfully performing his duties.  In 

October, the team lead, Justin Carlson, provided guidance to Munir in 

weekly meetings that evolved into daily meetings.  After Kinney became the 

division administrator in later November, he and Lenerz met with Munir 

monthly to review the performance plan criterion.  Kinney, Lenerz, and 

Carlson met with Munir weekly and sometimes daily to go over 

assignments and provide feedback.  When determining the level of 

appropriate discipline, as far as Kinney was concerned, “I can speak from 

November 27th going forward and my experiences with him were nothing 

that would even remotely meet expectations.”   
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Munir’s involvement in setting the expected applications and the 

State’s extensive efforts in assisting Munir to meet the expectation are 

“relevant circumstances concerning the conduct which precipitated the 

disciplinary action.”  Although we have given due consideration to Munir’s 

prior employment record, it is outweighed by his failure to meet 

performance expectations that he identified for himself and was given 

ongoing resources to successfully meet.  Munir’s years of service with the 

state also demonstrate he is more than capable of meeting the reasonable 

expectations placed on him by management.   

For these reasons, we conclude the State established just cause 

supported its imposition of a one-day suspension for Munir’s failure to 

complete documentation for 15-20 applications contrary to oral and 

written directives.   

Case No. 102184/three-day suspension. 

 We agree with the ALJ’s determination that the State established 

sufficient proof that Munir negligently handled confidential or sensitive 

information in violation of OCIO’s handbook, number 19.1.  “It is 

uncontested that Munir included confidential or sensitive information in a 

screenshot.”  Nonetheless, we view the reasons for disciplinary action 

outlined by the ALJ as serious and egregious enough to warrant the 

imposition of a three-day suspension.   

 As the ALJ stated, it is clear Munir’s actions were negligent and 

preventable.  Munir did not accept responsibility and minimized the error.  
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The OCIO employee handbook treats violations of the confidentiality 

section as a serious offense.  For all the reasons outlined in the proposed 

decision, the State established just cause supported its imposition of a 

three-day suspension for Munir’s actions in violation of the OCIO employee 

handbook.   

Case No. 102222/termination. 

 We concur with the ALJ that the State established just cause 

supported its termination of Munir’s employment.  The ALJ correctly 

concluded that there is sufficient proof of four of the five original 

allegations that: (1) Munir intentionally sent emails containing protected 

health information (PHI) of a deceased veteran from his work email to his 

personal email account; (2) Munir violated the directive in his individual 

performance plan that required him to notify his supervisor of 

unscheduled absences from his desk; (3) Munir violated the November 27, 

2017, work directive by not being at his desk when required; and (4) Munir 

violated the January 19, 2018, directive and did not consistently focus on 

assigned tasks and work when at his desk. 

 The last three allegations relate to Munir’s productivity or lack 

thereof and directives resulting from his prior performance failures.  On 

April 24, the one day Kinney monitored Munir’s activity, Kinney noted 

Munir focused on work-related tasks for approximately 90 minutes.  The 

ALJ correctly examined the evidence of record and noted examples of 

Munir’s non-billable time included in the remote access printout.  
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Additionally, as the ALJ determined, Munir talked in the lobby for one 

hour that same day and never made a notation on his calendar or in any 

way notified his supervisor of his time away from his desk.  We agree there 

is sufficient proof that Munir violated directives as alleged by failing to 

notify his supervisor of his time away from his desk; by not being at his 

desk when required; and by failing to consistently focusing on assigned 

tasks and work.   

 Turning to the first allegation, we also agree with the ALJ’s 

conclusion that there is sufficient proof Munir violated the OCIO employee 

handbook numbers 19.1, 19.3 and 19.4 by sending a screenshot of the 

deceased veteran’s PHI to Munir’s own personal email account.  The 

provisions provide: 

Employees are prohibited from the unauthorized use, disclosure, 

retention, or negligent handling of confidential or sensitive 
information. 
 

Employees may only use, disclose, retain, or otherwise handle 
confidential or sensitive information as necessary to do so to 
complete their assigned duties. 

 
Employees must diligently comply with the physical, electronic, 

and administrative safeguards implemented by OCIO to prevent 
unauthorized access to, disclosure of, or handling of confidential 
or sensitive information. 

 

The ALJ further concluded Munir’s actions not only violated these policies, 

but “created a HIPAA violation which resulted in a security incident.”  

   Munir argues that he did not commit a Health Insurance Portability 

and Accountability Act (HIPAA) violation because Munir transferred the 

information within the same Google domain.  Munir explains that had his 
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personal email account been a non-Google domain, such as Hotmail or 

AOL, his actions would have been a HIPAA violation. Assuming arguendo 

Munir did not commit a HIPAA violation, we view Munir’s actions as 

egregious regardless.  The ALJ noted Munir’s work assignments did not 

require him to have access or view the documentation.  He had no reason 

to possess the document nor did he inadvertently discover it.  Rather, 

Munir actively searched out a document, which contained sensitive 

information so that he could use it to assert disparate treatment.  By his 

actions, Munir once again violated OCIO policies pertaining to the use and 

handling of confidential and sensitive information.     

 We concur with the ALJ’s analysis of the totality of circumstances 

given sufficient proof that Munir’s actions violated policies and directives 

as alleged in four accounts.  For all these reasons, the State established 

just cause supported its termination of Munir’s employment.   

   Accordingly, we enter the following: 

ORDER 

 For Case Nos. 102162, 102184, and 102222, Aamir Munir’s Iowa 

Code section 8A.415(2) State disciplinary action appeals are DISMISSED.  

 The cost of reporting and of the agency-requested transcript in the 

amount of $2866.25 are assessed against Aamir Munir pursuant to Iowa 

Code section 20.6(6) and PERB rule 621—11.9.  Bills of costs will be 

issued to Aamir Munir in accordance with PERB subrule 11.9(3). 

 This decision constitutes final agency action. 



9 
 

 

 

 

 DATED at Des Moines, Iowa, this 27th day of September, 2021. 

    PUBLIC EMPLOYMENT RELATIONS BOARD 
 

     __________________________________ 
     Erik M. Helland, Chair 

 
     __________________________________ 
     Mary T. Gannon, Board Member 
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